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ABSTRACT
The healthcare domain requires the seamless, secured and
meaningful exchange of health related information for
effective and efficient patient care. These information are
highly sensitive and they are meant to be highly confidential.
However, health related information are usually distributed
across several heterogeneous and autonomous healthcare
systems which makes the interoperability process prone to
abuse, medical fraud, inappropriate disclosure of patients’
information for secondary purposes by unauthorized persons
and misuse. The effects of inadequate security and privacy in
healthcare include monetary penalties, loss of revenue,
damage to the healthcare system reputation, risk of receiving
less information for optimum care, decreased quality of
patients’ care as well as threat to patients’ lives.
Consequently, effective information protection within the
healthcare domain is highly significant. Hence, this paper
examines the security and privacy policies that safeguard
sensitive and confidential information in healthcare systems
during the exchange and use of vital health information. The
paper also proposes a security based framework that seeks to
mitigate security risks in healthcare, and thus protect the
integrity, confidentiality, and access to health related
information.
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1. INTRODUCTION
The ubiquity nature of Information and Communication
Technology (ICT) is rapidly revolutionizing the healthcare
system from the traditional paper based system to electronic
based systems. Hence, technologies like electronic health
records (EHR), electronic medical records (EMR), personal
health record system (PHR), and computer-based patient
record system (CBR) are swiftly emerging within the
healthcare industry. In addition, the use of the internet has
tremendous effects on the healthcare system by providing cost
effective, timely, efficient and patient-centered care. The use
of the Internet and electronic health systems have also
changed the way information is acquired, processed, stored,
exchanged, displayed and used within the healthcare industry.
Furthermore, patients’ information are usually stored in
diverse autonomous electronic healthcare systems across the
healthcare community. This has no doubt led to the

fragmentation of patients’ information in proprietary
heterogeneous systems across healthcare organizations [1].
Nevertheless, for healthcare providers to have access to a
clear, detailed and complete picture of a patient during care in
a timely manner, health information exchange and
interoperability among the diverse electronic healthcare
systems are necessary. However, one of the major challenges
of interoperability within the healthcare domain is security
and privacy problems. Thus, interoperability becomes an
intractable problem in healthcare when the security and
control of health-related information cannot be guaranteed
across healthcare institutions. Thus, the healthcare system is
characterized by high cost, risk of receiving less information
for patients’ optimum care and decreased quality of patients
care. Consequently, this paper reviews the security and
privacy policies that safeguard sensitive and confidential
information in healthcare systems during the exchange and
use of health information. The paper also proposes a secured
framework that seeks to mitigate security and privacy risks in
healthcare.

2. INTEROPERABILITY
According to Moen [2], interoperability is the ability of
independent systems or components to exchange meaningful
information reliably and quickly without errors. The National
Alliance for Health Information Technology also defined
interoperability as the ability of different information
technology systems and software applications to accurately,
effectively, and consistently exchange data/information and
also to use the information that has been exchanged [3].
Furthermore, Yum and Drogemuller [4] viewed
interoperability as the ability of diverse computer programs to
exchange/share information without any loss of content or
meaning. Simply, interoperability can be viewed as shown in
Figure 1. In Figure 1, it is assumed that the people on the left
have information that the people on the right needs, and that
the data in one system is accessible to the other system.
Hence, interoperability is achieved if the receiving system and
users properly comprehend the meaning of information they
receive and they are able to use this information [5].
Interoperability is divided into two major architectural layers.
These include syntactic and semantic interoperability [6,7,8].
Syntactic interoperability is concerned with the exchange of
data between diverse systems or applications without taking
into consideration the meaning of the data [9]. Khan et al. [10]
viewed the concept of semantic interoperability from two
perspectives. These include data interoperability and process
interoperability. Data interoperability refers to the correct
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interpretation and understanding of the information exchanged
between healthcare systems while process interoperability
ensures seamless communication amongst diverse healthcare
systems by developing shared understanding of their process
artifacts. The benefits of interoperability in healthcare include
easy access to health related information, reduced medical
errors and healthcare cost, as well as the increase in the
quality of healthcare. However, at the point of information
exchange (syntactic interoperability) amongst heterogeneous
healthcare systems and information use (semantic

interoperability); there is always a need to protect patients’
information from inappropriate disclosure, loss of integrity
and unauthorized access. This will ensure a high degree of
trust amongst healthcare professionals and their patients.
Hence, physicians will be able to receive adequate
information from the patients for optimum care, clinical
outcome and operational efficiency analysis [11].

Fig1: The concept of interoperability [12]

3. PRIVACY ISSUES IN HEALTHCARE
The term privacy according to Cooper and Collman [11] has
diverse meanings depending on the context of use. Privacy
according to [13] is the right of individuals to prevent their
information from being revealed to others; the claim of
individuals to avoid surveillance or interference from other
individuals, organizations or the government. In the context of
healthcare, privacy is defined as individual ownership and
control over personal health information [14]. Privacy can
also be explicitly viewed in healthcare as the ability to protect
patients’ information from unauthorized access and disclosure
[11]. Furthermore, Appari and Johnson [15] viewed privacy as
an underlying governing principle of patient-physician
relationship for effective delivery of healthcare. Thus, privacy
can be defined as a way of ensuring the confidentiality of
patients’ information. Privacy however is usually a herculean
task in healthcare. This is because the healthcare domain is
susceptible to data fraud and medical identity theft due to the
nature and content of information it acquires, stores and
transmits, such information includes the social security
number of the patient, insurance identification, payment
information, and medical provider information amongst others
[16]. Hence, one of the effects of data breaches in the
healthcare domain is high cost. For instance, in the United
States of America, the economic impact of data breaches in
hospitals is $6 billion [17]. Unfortunately, most healthcare
providers have little or no protection to prevent, monitor, or
remedy data breaches [18]. Thus, the proliferation of the

misuse of health related information is exponential. For
instance, on September 20, 2010, a computer flash drive
which contained the the names, addresses, Social Security
Numbers (SSNs), and protected health information (PHI) of
280,000 Medicaid members was stolen from the corporate
offices of a health plan, also the Personal health information
of Congresswoman Nydia Velasquez, country singer Tammy
Wynette and octomom Nadya Suleman were accessed by
unauthorized individuals. This resulted in civil fines and
humiliation to reputable health systems [16]. In addition, in
2011, employees of the UCLA health system had access to
celebrities’ records without proper authorization [19].
Furthermore, the General Accounting Office of the United
States of America estimated that 10% of health expenditure
reimbursed by Medicare accounts for healthcare was paid to
fraudsters, identity thieves and fraudulent health service
providers [20]. As a consequence, the improper disclosure of
patients’ information has resulted in diverse privacy laws and
regulations such as the Health Insurance Portability and
Accountability Act (HIPAA), National Health Information
Technology and Privacy Advancement Act of 2007and
Technologies for Restoring Users ‘Security and Trust in
Health Information Act of 2008, Red Flags Rule, The
American Recovery and Reinvestment Act (ARRA). These
policies were established to prevent breaches of sensitive
healthcare information. According to Cooper and Collman
[11], the HIPAA ensures that patients have legal rights
concerning their personally identifiable healthcare
information. HIPAA allows patients to have a right to how
their information are revealed and used for other purposes
apart from treatment, payment and other medical operations.
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It grants patients the authority to have access to their medical
records as well as modify these records. It also establishes
responsibilities for healthcare organizations to protect and
restrict the use or improper disclosure of patients’
information. The HIPAA ensures the confidentiality, integrity,
and availability of protected health information (PHI) across
the covering entities which include health plans, healthcare
clearing houses, and healthcare providers [13]. The HIPAA
however does not make provisions for the business associates
of the covering entities. This no doubt interrupts the secured
exchange of health related data [11]. The goal of the National
Health Information Technology and Privacy Advancement
Act of 2007and Technologies for Restoring Users ‘Security
and Trust in Health Information Act of 2008 is to enhance
privacy protection by granting incentives to de-identify health
information for secondary purposes, establish health
information technology and privacy systems, bring equity to
healthcare provision, and increase private enterprise
participation in patient privacy [15]. The Red Flags Rule on
the other hand was established to avert medical identity theft
as well as to detect, prevent and protect sensitive health
information. The major drawback of the Red Flags Rule is
that it is does not specify whom the rules apply to. This
therefore accounts for the non-compliance of healthcare
industry to this rule. The American Recovery and
Reinvestment Act (ARRA) was setup to overcome the
drawback of HIPAA. The ARRA makes provision for the data
privacy and security of the business associates of the HIPAA
covering entities. However, nearly 85 percent of hospitals do
not act in accordance with this Act. Thus, the inability of
federal authorities’ to enforce the use of existing privacy rules
in electronic healthcare systems. This heightens patients
distrust in the use of electronic health information systems to
provide adequate privacy protections. Hence, the healthcare
domain is burdened with privacy challenges [11].

4. SECURITY ISSUES IN
HEALTHCARE
Interoperability as previously defined is the meaningful
exchange of information. However, it is not enough for the
information to be transmitted from point A to B. The
exchange of information must be done in such a way that the
principle to which the recipient applies the received
information is consistent with its use as intended by the source
[21]. Thus, security becomes a cause of concern such that the
content of the information exchanged is protected from
unauthorized users and sufficiently complete so that it still has
meaning to the recipient [21].
The National Institute of Standards and Technology [22]
defines information security as the preservation of data’s
confidentiality, integrity, availability and accountability
(commonly referred to as the “CIA” triad). Confidentiality in
this definition refers to the ability to make data available to
authorized persons or processes. For instance, a medical
record of a cardiac patient which reveals a diagnosis of HIV
would be undisclosed from cardiology researchers if HIV
status is irrelevant to their research [23]. Integrity refers to the
ability to maintain data or information or the ability to prevent
the data or information from being altered in an unauthorized
manner. Integrity according to the National Institute of
Standards and Technology [22] is defined as guarding against
improper information modification or destruction. It also
guards against accidental damage to the system. Integrity
ensures that changes made to the system by authorized users

do not result in loss of data consistency. Hence, data integrity
ensures that the data is accurate and complete without any
unauthorized modifications or alterations. Availability refers
to the ability to ensure that data or information is accessible
and useable by authorized persons in a timely manner.
According to Petković et al. [24], availability is the ability of
up-to-date information to be accessible when needed at a
required level of performance and at the appropriate place.
Data availability is seen to be more vital than data
confidentiality most especially in emergency cases.
Accountability refers to the ability to audit, review as well as
appraise the actions of all parties and processes which interact
with the information and to determine if the actions are
appropriate.
There are quite a number of security violations that take place
in healthcare systems. These include unauthorized view of
patients’ information, unauthorized modification to patients’
information, unauthorized destruction of patients’ data, denial
of service (DoS) attacks, eavesdropping of patient information
over a network, information theft, billing for services not
rendered, duplicate claims, unbundling of healthcare services,
and referral kickbacks. The healthcare system is adversely
affected by these security violations. Hence, the quality of
patient care is reduced as health care providers’ ability to
diagnose and treat patients accurately may be impaired due to
the unwillingness of patients to divulge necessary health
information and this could have life-threatening
consequences. In addition, healthcare research, public health
and quality initiatives are undermined because the data in
patient medical records are usually incomplete or inaccurate
[24]. Furthermore, unauthorized access to patients’
information can be used by malicious individuals to remotely
deliver harmful treatment to patients such as the induction of
high doses of insulin to a diabetic patient. In view of the
security violations hampering effective healthcare services,
the HIPAA (1996) security policy was established. The
HIPAA security policy was established to ensure the
implementation of administrative safeguards in the form of
policies and personnel, physical safeguards to protect
information infrastructure, and technical safeguards to
monitor and control intra and inter organizational information
access [25]. However, the HIPAA security policy has not
been fully enforced in healthcare systems. This explains the
increase in security breaches in healthcare systems. Hence, the
urgent need to provide a framework that will support both
privacy and security in healthcare systems. Consequently,
patients’ information would only be made available to
authorized parties during care.

5. RELATED WORKS
A lot of works have been done on security of healthcare
systems. Burgsteiner et al. [26] proposed a framework which
provides secure communication for mobile e-health
applications. The framework allowed users to securely
connect and process medical data according to current legal
regulations through a secured communication server which
acts as a relay between the mobile devices and data storage.
Chen et al. [27] and Blobel [28] developed role-based access
control systems (RBAC) to manage a wide range of access
control policies based on complex roles commonly found in
healthcare organizations. However, these systems do not
address patient consent. Aramudhan and Mohan [29]
proposed a secured based system for exchanging sensitive
patient information between multiple parties, while enforcing
all required security and privacy policies along with patient
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consent. Khan et al. [29] used distributed multi-agent
environments, where each environment consists of intelligent
agents which employed handshake protocol for secured
information exchange. However, this system does not address
malicious agents based on the assumption that an agent's
malicious activity can be detected by its corresponding
environment.

6. PROPOSED FRAMEWORK
The proposed framework is as shown in Figure 2. The
framework is based on two assumptions. First it is assumed
that user A wishes to exchange health information (syntactic
interoperability) on system A to user B on system B over a
network. Second, it is also assumed that system user A wishes

to use the information on system B (semantic
interoperability). During the process of health information
exchange, the framework adopts an intrusion detection and
prevention system. The function of the intrusion detection and
prevention system is to first monitor the network or systems
activities for malicious activities or health information policy
violations. If a malicious activity is detected, the intrusion
detection system notifies the security administrators of the
sending system (system A) by signalling with an alarm. Then,
the intrusion prevention system resets the connection or
blocks the network traffic from the suspected malicious
source or shuts down the network connection.

User A

User B
Intrusion Detection and Prevention System

System A

System B

Health Information Exchange

Authorization System

Authentication System/Policy
Evaluation System

Audit Trail System

Fig 2. Proposed Framework
However, during information use, the proposed framework
allows user A to submit its login details which includes the
user id, a secret password, the Machine Access Control
(MAC) address of system A, and a health data privacy policy
which supports patients consent (such as HIPAA policy).
Once these details are authenticated, the user is granted access
on system B. Thus, the aim of the authentication system is to
identify the system users as well as the system involved in the
interoperation process. However, the user and the system will
not be authorized to use the information on system B until the
authorization process is done. The authorization system is a
rule based system that is based on the concept of roles. The
framework supports a user with diverse roles. The users are
allowed to enter queries based on their roles, that is, their
functionality and the nature of the job that they perform (such
as doctors, pharmacists, radiologists etc). This will grant the
users a particular view of the system, that is, the user is
granted a particular view of the system based on their roles.
The rules in the system determine the validity of the request

made by the users. A request that cannot be verified by the
system is rejected. The users are thus granted a particular
view of the system B based on their roles and their
compliance to the rules in the authorization system. Thus, the
authorization system ensures that the right person accesses the
system for appropriate use. In addition, the authorization
process limits the actions the users can perform on the system.
Such actions include read authorization, insert authorization,
update authorization and delete authorization. The read
authorization allows reading only, the insert authorization
allows insertion of new data to the system only, and update
authorization allows modification while delete authorization
allows the deletion of data. For instance, a medical doctor
accessing the system might be granted the right to read
authorization insert authorization and not delete authorization.
This implies that the medical doctor can read and insert new
data on the system; however, the medical practitioner is not
granted the right to delete records on the system. The audit
trail system constantly monitors all activities that take place
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during information exchange and use. The audit trail system
monitors who accesses the data, which data is accessed and
when the data was accessed. In order words, the audit trail
system constantly keeps log of all transactions in the system.
Figures 3, 4 and 5 show the flowcharts that depict the

activities that take place in the intrusion and prevention
system, the authentication system and the authorization
system respectively.

Start

Information Exchange between two
systems

No
Malicious Activities
Detected?

Information Exchanged

Yes
Alarm Raised

Network connection is reset or network
traffic blocked from suspected malicious
activity

Stop

Fig. 3: A flowchart depicting the intrusion detection and prevention activities in the proposed framework
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Start

Enter user id, password, identify a
valid data policy

Submit details

No
Valid details?

Display error message

Yes
Access Denied
Display success message

Access Granted

Stop

Fig.4: A flowchart depicting authentication process in the proposed framework
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Start

Enter user role

No
Valid role?

Yes
Authorization certificate granted

User allowed to make request based on
roles

Is Request Valid?

No

Access denied

Yes
Authority granted a particular view of the
system

Permission is granted to perform
authorized actions

Stop
Fig.5: Flowchart depicting the Authorization Activities in the Proposed Framework

29

International Journal of Applied Information Systems (IJAIS) – ISSN : 2249-0868
Foundation of Computer Science FCS, New York, USA
Volume **– No.*, ____ 2013 – www.ijais.org

7. COMPARATIVE ANALYSIS OF THE
PROPOSED FRAMEWORK WITH
EXISTING SYSTEMS
One of the distinctive features that distinguish the proposed
framework form the existing framework is that the proposed
framework takes into consideration the security of health
related information during syntactic and semantic
interoperability. This implies that the proposed framework
considers the security of health information during the
exchange of information between two or more systems and
when the information is used by the users. However, existing
security based interoperability systems only consider the
security of health information during information use
(semantic interoperability). Furthermore, the proposed system
has an audit trail system which monitors the activities and
transactions in the system. This is in contrast with existing
interoperability systems, this is because they do not keep track
of the activities that takes place within the system.
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