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ABSTRACT

Increase in the number of attack recorded during electronic
exchange of information between the source and intended
destination has indeed called for a more robust method for
securing data transfer. Cryptography and steganography are
well known and widely used techniques that manipulate
information in order to cipher or hide their existence. These
two techniques share the common goals and services of
protecting the confidentiality, integrity and availability of
information from unauthorized access. In this paper, a data
hiding system that is based on audio steganography and
cryptography is proposed to secure data transfer between the
source and destination. Audio medium is used for the
steganography and a LSB (Least Significant Bit) algorithm is
employed to encode the message inside the audio file. The
proposed system was evaluated for effectiveness and the result
shows that, the encryption and decryption methods used for
developing the system make the security of the proposed
system more efficient in securing data from unauthorized
access. The system is therefore, recommended to be used by
the Internet users for establishing a more secure
communication.
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1. INTRODUCTION

Steganography is the art and science of hiding communication;
a steganographic system thus embeds hidden content in
unremarkable cover media so as not to arouse an
eavesdropper’s suspicion. In the past, people used hidden
tattoos or invisible ink to convey steganographic content.
Today, computer and network technologies provide easy-to-use
communication channels for steganography. Essentially, the
information-hiding process in a steganographic system starts by
identifying a cover medium’s redundant bits (those that can be
modified without destroying that medium’s integrity). The
embedding process creates a stego medium by replacing these
redundant bits with data from the hidden message [4]. Modern
steganography’s goal is to keep the presence of the message
undetectable from an unauthorized access.

Cryptography and Steganography are well known and widely
used techniques that manipulate information in order to cipher
or hide their existence respectively. Cryptography scrambles a
message so it cannot be understood; the Steganography hides

cryptography is not sufficient for secure communication. Even
though both methods provide security, a study is made to
combine both Cryptography and Steganography methods into
one system for better confidentiality and security [5].
Combining these two methods together for the purpose of
developing a system that will improve the confidentiality and
security of the message is however, the goal of this research.
According to [7], the power of steganography is in hiding the
secret message by obscurity, hiding its existence in a non-secret
file. In that sense, steganography is different from
cryptography, which involves making the content of the secret
message unreadable while not preventing non-intended
observers from learning about its existence. The success of
steganography technique depends entirely on the ability to hide
the message such that an observer would not suspect its
existence, the greatest effort must go into ensuring that the
message is invisible unless one knows what to look for. The
way in which this is done will differ for the specific media that
are used to hide the information. In each case, the value of a
steganography approach can be measured by how much
information can be concealed in a carrier before it becomes
detectable, each technique can thus be thought of in terms of its
capacity for information hiding [7].

Basically, the purpose of cryptography and steganography is to
provide secret communication. Steganography can be used to
cloak hidden messages in image, audio, video and even text
files. According to [7], the two most common methods used for
hiding information inside a picture, audio and video files are
LSB (Least Significant Bit) and Injection. In this paper, an
audio medium was used for the steganography and a more
powerful modified LSB (Least Significant Bit) algorithm was
employed for encoding the message into the audio file.

2.REVIEW OF EXISTING TECHNIQUES
FOR INFORMATION HIDING

Several techniques have been proposed by researchers for
securing electronic communication. In the research work of [9],
the researchers proposed cryptography and steganography for
securing data transfer using images as cover objects for
steganography and key for the cryptography. The performance
of the proposed ISC (Image-Based Steganography and
Cryptography) system was presented and the system was
compared with F5 algorithm. Also, [10] proposed method that
described two steps for hiding secret information by using the
public steganography based on matching method. The first
step, finds the shared stego-key between the two
communication parties (Alice and Bob) over the networks by
applying Diffie Hellman Key exchange protocol. The second
step in the proposed method is that, the sender uses the secret
stego-key to select pixels that it will be used to hide. Each
selected pixel is then used to hide 8 bits binary information
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depending on the matching method. The proposed method is
summarized in figure 1:

Alice Bob

Alice's Keys Bob's Keys
Public and Private Public and Private
N posiosey /

Diffie — Hellman

~—— Key Exchange
= Protocol ——

Carvlor Mo VWit Hidden

Figure 1: Proposed public key steganography protocaol,
adapted from [10].

[11] in their research proposed two approaches for secured
image steganography using cryptographic techniques and type
conversions. One of the methods shows how to secure the
image by converting it into cipher text through S-DES
algorithm using a secret key and conceal this text in another
image using steganographic method. The second method shows
a new way of hiding an image in another image by encrypting
the image directly through S-DES algorithm using a key image
and the data obtained is concealed in another image. The flows
of the two approaches are shown in figure 2 and 3:

Figure 2: Flow of the first approach, adapted from [11].
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Figure 3: Flow of the second approach, adapted from [11].

3. COMBINATION OF
CRYPTOGRAPHY AND
STEGANOGRAPHY

Steganography must not be confused with cryptography that
involves transforming the message so as to make its meaning
obscure to malicious people who intercept it. In this context,
the definition of breaking the system is different. In
cryptography, the system is broken when the attacker can read
the secret message. Breaking a steganographic system needs
the attacker to detect that steganography has been used and he
is able to read the embedded message. According to [8],
steganography provides a means of secret communication,
which cannot be removed without significantly altering the data
in which it is embedded. In addition, the security of classical
steganography system relies on secrecy of the data encoding
system. Once the encoding system is known, the steganography
system is defeated [5].

However, it is always a good practice to use Cryptography and
Steganography together for adding multiple layers of security.
By combining, the data encryption can be done by a software
and then embed the cipher text in an audio or any other media
with the help of stego key. The combination of these two
methods will enhance the security of the data embedded. This
combined chemistry will satisfy the requirements such as
capacity, security and robustness for secure data transmission
over an open channel [5]. The figure below depicts the
combination  of  cryptography and  steganography:

Plain text » Encryption [® Cipher text Cover audio
A 4 A 4
Stego file
Plaintext |« Decryption [« Cipher text

Figure 4: Combination of cryptography and steganography
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4. METHODOLOGY
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4.1 Least Significant Bit (LSB)

A very popular methodology is the LSB (Least Significant Bit)
algorithm, which replaces the least significant bit in some bytes
of the cover file to hide a sequence of bytes containing the
hidden data [2]. LSB coding is the simplest way to embed
information in a digital audio file by substituting the least
significant bit of each sampling points with a binary message.
In computing, the least significant bit (LSB) is the bit position
in a binary integer giving the units value, that is, determining
whether the number is even or odd. The LSB is sometimes
referred to as the right-most bit, due to the convention in
positional notation of writing less significant digit further to the
right. It is analogous to the least significant digit of a decimal
integer, which is the digit in the right-most position. In
referencing specific bits within a binary number, it is common
to assign each bit a bit number, ranging from zero upwards to
one less than the number of bits in the number. The least
significant bits have the useful property of changing rapidly if
the number changes even slightly. For example, if 1 (binary
00000001) is added to 3 (binary 00000011), the result will be 4
(binary 00000100) and three of the least significant bits will
change (011 to 100). By contrast, the three most significant bits
stay unchanged (000 to 000). Least significant bits are
frequently employed in pseudorandom number generators
checksums. The figure below illustrates how the message
“HEY” is encoded in a 16-bit CD quality sample using the LSB
method.

THEY
in
Sampled Audio Stream (16-bit) binary Audio stream w/ message encoded

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

[e[sl- Lol L=l Te - [o [o Il I= [= o [o] <[] - [=

rree e -~

L A

LSE column

Figure 5: Illustration of how the message “HEY” is encoded
using LSB method, adapted from [2].
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In this figure, the secret information is ‘HEY” and the cover file
is audio file. HEY is to be embedded inside the audio file. First
the secret information ‘HEY” and the audio file are converted
into bit stream. The least significant column of the audio file is
replaced by the bit stream of secret information ‘HEY’. The
resulting file after embedding secret information ‘HEY’ is
called Stego-file. In this paper, LSB method was employed
during the encoding stage to encode the message inside an
audio file.

4.2  Encoding
LSB method allows large amount of secret information to be
encoded in an audio file. Audio file contains set of bytes which
can be used for encoding. Some audio files may contain several
bytes depending on their sizes. The following steps were used
during the encoding stage:

e  Encrypt the message using public key

e  Convert the audio file into bit stream

e  Convert each character in the message into bit stream

e Replace the LSB bit of the audio file with the LSB

bit of character in the message to hide

4.3  Decoding

In this stage, the encoded file is decoded to get the hidden
message. The message is decoded first and then decrypted by
the public key that is known only by the authorized receivers or
users of the proposed system.

4.4  Encryption
During encryption, the user is allowed to enter a password/key
in any combination of numbers, symbols and characters. The
key contains set of characters, which are used to encrypt the
message before encoding.

45  Decryption

The user's password/key is supplied to decrypt the encrypted
message in order to get the original message. The processes of
encryption and decryption are handled by DES (Data
Encryption Standard) algorithm.

46  Use Case Diagram

Use case diagram represents the functionality of the system
from the user’s point of view. In Unified Modeling Language,
use case diagrams are used to show the functionality that the
system will provide and to show which users will communicate
with the system in some way to use that functionality [6]. The
use case diagrams for the encoding and decoding processes of
the proposed system are shown below:
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- Select input audio file

Select output directory

@ —— @

Select file to embed  enterkey

Encrypt and encode message

- Verify details

Figure 6: Use case diagram for embedding/encoding

5. RESULTS AND DISCUSSION
51 Main Class

The proposed system was developed using Java programming
language. During execution, the main class displays the
following GUI which contains options for selecting either
embedding/encoding action for a new file or message, or
extracting/decoding action for already embedded file. The
interface also allows the user to exit the application.

(2] Audio-Stego

File| Help
setecttostartEmbed =
Select to start Extract I

Figure 8: Interface after execution of main class

5.2  Embedding/Encoding Process

Figure 9 shows the embed wizard which is displayed after
choosing the embedding action “Select to start embed” from
the menu in figure 8. In this wizard, the current step is boldly
highlOighted on the left-hand side of the screen.

Select input stego audio file

Select output directory

Enter key

Decode and decrypt message

A \Verify details

Figure 7: Use case diagram for extraction/decoding

File Help

7 Embed Wizard X
Audio Preview

n input audio file
e

Play Audio

Select File

| Next> Cancel

Figure 9: Embed wizard

The input audio file is selected using the Jfilechooser class by
clicking on the select file button. This action displays the figure
below.

Rudio-Stego
Steg (Zopen .. T |
File Help
[ Embed Wizard 1| Lookin: o+ lgﬂ‘ ﬁ‘ o) (88 I = X
Steps .
[ crypt (=3 New folder (§
ct an input audio file [ Games - Shortcut (=] OMOLARAN
ctan output directory (3 My Books - Shortcut(J project
embed .
Soe—— (T3 My project [ music.au
=3 New folder

7. View Output File

ing data into the audio Kl I [l
File Name: |music.au |
vl

Files of Type: [au files

| Open Cancel

Play Audio

‘ Select File

F T
| Next> \: Ccancel

Figure 10: Select audio file

After selecting the audio file that to embed/encode, the next
step is to proceed with the output directory selection. This is
the directory where the output stego audio file will be saved.
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After the output directory has been selected, the user selects the
text file or text message to embed using the figure below:

EIr R e—— e M y EEC

[ e tep
_—
[ Embed wizard 3]

D) SelectFile ® Enter Text

in his keynote address to the 11th World Computer Congress in {4 |
computer scientist Donald Knuth said that one of the most impori
nad leamed from his years of experience is that software is hard §

O Computer scientists have struggled for decades to design newIa
techniques for writing software. Unfortunately, experience has shq
writing large systems is virtually impossible. Small programs seef
Iproblem, but scaling to large systems with large programming teq |
5100M projects that never work and are thrown out. The only solut [}
ie in wriing small software units that communicate via well-defin
protocols like computer chips. The units must be small enough tt
[developer can understand them entirely and, perhaps mostimpol
[must be protected from interference oy other units so that progran |
ine units in isolation.

he object-oriented paradigm fits these guidelines as designers
concepts or real world entities as objects with approved interfaces

:w,mmmmuuﬁammummmiﬁmcamamne,u:t -

J

Enter the text to be embedded into the image.

- —
<Back || MNext> || cancel

Figure 11: Message to embed

The next step is to provide password to complete the
embedding process. After completing the process, figure 12
displays the details of the input and output file as well as the
directory of the stego audio file.

| %] Audio-Stego

- - |

‘ File Help

e
=) |E

Il £ Embed wizard

Embedding Data In Image...
[Reading Attributes Wait.

[<Source - AudioFile> C:\Users\Ayotunde\Desktop\music.au
[<Output - AudioFile> C:\Users\Ayotunde\Desktop\music1.au
[«Comment > drop comment about the password
[<Password >888
[Reading (AU) sound file

Reading the plaintext file ...C:\Users\Ayotunde\ippDatalLocalTemplc|
[Password Verification: [C@4599d5b

[Encrypting the plaintext message

Hiding the ciphertextin AU file

1. Select an input audio file

6. Embedding data into the audio
I7. View Output File

Steganographed AU file is written as C:\Users\ayotunde\Desktopimu
(Completed ... (EmbedProcess java)
[Embedding Process Completed

i | )|

<§ack} Next> || Cancel

Figure 12: Details of embedded/encoded message

5.3  Extracting/Decoding Process

The extract wizard shown in figure 13 is displayed after
clicking on "Select to start extract” option from the main menu
in figure 8.

B A e m s S

File Help
—
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|
o file ‘
|
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Figure 13: Extraction wizard

The stego audio file is selected for extraction by clicking on
"Select File" button. This action therefore, displayed a dialog
box for selecting the stego audio file as shown in figure 14.

LTS & e M o8 SN

File Help
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Figure 14: Stego audio file selection

After clicking on "Next" button, the system prompted for
output directory and key for the decryption process. If the key
is correct, then the message is decoded and decrypted from the
audio file. The output of this action will display the decrypted
message embedded in the audio file as shown in figure 15, this
message is saved in the selected output directory.
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other objects. Like the outer membrane of a biological cell, the intg
internal implementation of the object, thus, isolating the code from|
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very successful paradigm. Interestingly, the first object-oriented lar}
Simula, which had even more features than C++) was designed in
object-oriented programming has only come into fashion in the 19| |

‘ <Back 1 | Finish

il

Figure 15: Embedded message after extraction

6. CONCLUSION AND
RECOMMENDATION

In this paper, a system that combined the techniques of
cryptography and steganography to provide efficient method of
hiding data from any unauthorized users was presented. An
audio medium was used for the steganography and the Least
Significant Bit algorithm was employed to encode the message
inside the audio file. This proposed system does not tamper
with the original size of the file even after encoding and also
suitable for any type of audio file format. The encryption and
decryption techniques used with this system make its security
more robust. The system is therefore, recommended to used by
Internet users for establishing a more secured communication.
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